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System Administrator

Service Level Agreement

Structured Queryanguage

Uninterruptible Power Supply

United States Agency for International Development
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PREAMBLE

Vision Statement

To be a proactive Supreme Audit Institution that helps the nation make good use of its
resources

Mission Statement

The O.A.G is the national authority on public sector auditing issues and is focused on
assessing performance and promoting accountability, transparency and improved
stewardship in managing public resources by conducthependent and objective reviews

of the accounts and operations of central government and statutory agencies; providing
advice; and submitting timely Reports to Accounting Officers and the Legislative Assembly

The Goal

To promote staff development, enha&cproductivity, and maintain a high standard of
auditing and accounting in the public sector, thereby contributing to the general efficiency
and effectiveness of public finance management
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We conducteda General ITAudit of theJudicial Enforcement Management SysteiEMS)
software Overall, we soughto establishif JEMS enabled the Montserrat branches of the
Supreme and Magisterial Courts to meet their mandates and business goals through
measuresand controlsin the areas of T Governance, IT Operations, Business Continuity and
Disaster Recovery, Information Securéagpd Application Controls

Thereview revealedthat the JEMS software is robust, and hakeguateand very effective
provisioning in place to ensure sensitive pidl information inputted into the software, is
accurate, valid, and safeguarded from unauthorised access, and copying or viewing.
However, the version used in Montserrat is very outdated awedidentified quite afew
Information Security vulnerabilities at botlourts

We have highlighted other findings and provided a number of recommendations that we
feel would benefit theJudicial Courtonce they are implemented.

Subsequent to our audit, we noted thatue to the COVIBEL9 pandemicboth judicial
departments haveeither resolved orimplemented solutions tcexisting issuesdentified
during the course athis review

We wish tothankthe Montserrat Supreme and Magisterial Courts staff and all other persons
who provded information, clarifications, oextendedcourtesiesto the auditorsduring the
course of this review.

Florence Lee
Auditor General
9 Decenber 2020
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EXECUTIVE SUMMARY

Overview

1. The Judicial Enforcement Management System (JEMSgaseananagement package
software that gathers and provides the Eastern Caribbean Supreme (E©8Ch St
Lucia, with statistical information from all of the Organisation of Eastern Caribbean
States member states courts. The application was launched in thé BC®00, and in
the ECSC Member State countryMidntserrat,in October 2001.

KeyObservatons andFindings

2. Adequate software measures and controls in placAlthough outlated, the JEMS
softwareis still very effective with adequateprovisioring in placefor IT GovernancdT
Operations, Business @htinuity and Disaster Recoveryinformation Security and
ApplicationControls

3. Development Acquisition & Outsourcing Development and Acquisition activities were
not undertakenby the individual OE® member courts, as the software vendord the
software were solicited and acquiredy the ECSC in St Lyciewever, each OECS
member court was required to signliaenseagreement from the vendorThe ECSC does
not own the softwareor related intellect@l property rights but the ECSC anelach
Member Statecountry ownsthe informationentered and stored idJEMS.

4. ChangeManagementinitiative. At the time of the audit, the Montserrat branch of the
ECSC, and other Member State countries were in the process of replacing JEMS with the
web-basedE-Litigation Portal for Courtsolution. Employeest the Montserrat Supreme
Court, Office of the Attoray Generaland Department of Public Prosecutiomcluding
private sectorLawyers, underwent mandatory trainingrior to the official launchin
March 2020.

5. Information Security weaknessesThe audit identified the followingulnerabilitiesin
each judiciadepartment

a) Supreme Court Registry & Court Room

1 The Supreme&ourt Registry office and the Court Room are not outfitted with smoke
detectors, fire alarms, or fire extinguishers.

1 The door at the lower level entrance of the Court Roonain and inner doors of the
Court Roomare always left unlocked and unmonitored when there is no High Court.
This isavery riskypractice asthere is the potential founauthorised individuals to:
¢ gain unlawful access to High Court documentation
¢ damage o destroy theCourt Rom and property within
¢ conceal weaponser dangerous devices inside the Couobih
¢ perpetrate bodily harm to themployees

Judicial EnforcemenflanagementSys$em Page6
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f ¢KS al 3AaidN) i &W@aCoult Rdahliare hdt Toutfibedl with smoke
detectors, fie alarms, or fire extinguishersjght years later aftethe double arson
attackonil KS al 3A &0 NI ( &6 on 3y Decembed 2012/ 2 dzNIi

1 The Executive Officer/JEMSy/stem Administratd2 §&SA)computer malfunctioned
months prior to the audit, and it was temporarily replacedth two temporary
computers One was aaptop with specificationsthat did not meet the system
requirements for the operation of the JEMS softwaaad the other computerunit
malfunctioned Therefore thea I 3 A & (G NI (i S GA was gndbilelio gsi amdess
to, and perform administrative tasks dEMS.

Recommendations

6. Procurement and installation of fire suppression apparatu$he absence of early
detection devices and warning system, and fire suppression equipment in either of the
judicial offices, has the potential to have disastrous outcomes in terms of loss of human
life, judicial, andrreplaceablehistorical information;m particularat the Supreme Court
Registry¢ KSNEFT2NBEZ ¢S IINB adNey3Ite NBO2YYSYyRAYS3
Courts both invest in at least 1 or 2 canisters of either foam and/or powder fire
extinguishers.

7. Implement Physical Access Security protd& We strongly recommend that the
Supreme Court Registry consider effecting the following protocols for controlling access
to the Court Room:

1 Keeping the lower level main front door locked once the High Court is not in session;
and only the Supreme Coustaff should have access, whenever the department
requires documentation.

i Persons accessing the High Court Reporter should report to the reception area from
where the Court Reporter will be alerted. These person(s) are to be either escorted up
by Reception, or received by the Court Reporter at the landing.

1 Install a swipe keyard system thatproduces an audit trail ofentrance and exit

8. Replacemenpersonalcomputer. We recommend thati KS a | 3 A & GcokkinieS Q& / 2 d
to liaise withDITESo procurea suitabledesktopcomputer as soon as possible, to enable
the JEMS SA to resuroeersight of the JEMS application.

Audit Conclusion

9. The Office of the Auditor General has determined that the JEMS 6.0 case management
softwareapplicationK & 6 SYSTAGSR GKS a2y daSNNIbit { dzLINB)
it is outmoded It isadequately secure angrovides for the input, organisation of data,
dSOdzNBE ai02N)F IS YR NBUNARSGIE 2F az2yidaSNNI

10.The weaknesses identifiedvere mainly in the areas of Information Security, IT
Operations, and Business Continuity andabBier Recovey. Operational effectiveness

and efficiency will beachieved once he Montserrat judicial departmentaddress the
inadequacies ananplement therecommendations.

Judicial EnforcemenflanagementSys$em Page7



Subsequent Evest

11.The investigative aspect of the audit was completed two wdeere the island went
on locked down due to the COVID pandemic; as a result, the finalization of the audit
report was delayed. Since the -opening of Government offices in May 2020, the
al3AaaGNr GSQa /2dz2NI W9a{ {@adSwr puRhdded a a i NI { z
smoke detector for the courtroom; and consulted with Fire and Rescue Services about
the acquisition and installation of fire extinguishers for both the main office and
courtroom. In addition, theentrance of Supreme Court/Registioyiildingwas modified
July 2020 to control access into the main office.

Judicial EnforcemenflanagementSys$em Page8
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CHAPTER 1 INTRODUGON

Background

1.1 Over the past few years, the Eastern Caribbean Supreme Court (ECSC) has been
reviewing and implementing a number of initiatives which are geared towards Judicial
Reform in the region. As a result, the Supreme Court formed an Information Technology
Committee headed by the Chief Justice to review solutions which would assist with the
management of cases filed in the High Courts. After a lengthy and comprehensive process,
the Committee selected the Judicial Enforcement Management Systems (JEMS) software
packag@ which was developetly the Professional Computer Software Services (PCSS) Inc.
The software was designed enable the High and Appeals Coutbtsmanage court cases

from initial filing to final disposition.

1.2 In March2001, the JEMS software solution wagplemented at the Court of Appeal
Office at the Eastern Caribbean Supreme Court HeadquarersSt. Lucia and the
Montserrat Supreme Court launched JEM®ctober, 2001.

Management Responsibility

1.3 Management is responsible for ensuring that appropriateliges and effective
controls exist to guide the facilitation of JEMS software. More specifically, management
must ensure that policies exist to facilitate IT governance and acquisition of IT products, IT
operations,outsourcing,or soliciting of softwaeg, information security, businesntinuity,

and disaster recovery. Management is also responsible for establishing appropriate IT
controls and for ensuring that they function effectively.

Il dZRAG2ND&a wSalLlRyaAiroAtAaide

1.4  Our responsibility is to independently @ress a conclusion on the General IT Control
FdzRAG 2F GKS { dzLINB Y EMBoftRareablaseédi ol duNauditS Qui work2 dzNIi &
was conducted in accordance with International Standards of Supreme Audit Institutions
(ISSAIl) 100 and International S#and on Assurance Engagements (ISAE) 3000. These
principles require that we comply with ethical requirements and plan and perform the audit

in order to obtain reasonable assurance whether tried and true policies, plans, procedures,

and internal controls st and are functioning effectively, proper records have been and are

being kept, and all the necessary information and explanations for the purpose of our audit,

has been obtained.

Audit Mandate

1.5 The Office of the Auditor General (OAG) is mandated throtigh Montserrat
Constitution Order 2010 to perform the audit. This mandate is supported by International
Standards of Supreme Audit Institutions (ISSAI) 1, 200, 300, 400, and strengthened by the
Public Finance Management and Accountability Act (PFMAA) &0@8he Public Finance
Management and Accountability Regulations (PFMAR) 2009.

Judicial EnforcemenflanagementSys$em Pagel0



Audit Standards and Guidelines

1.6 The standards and guidelines used to assess lB&ISsoftware includedthe
InternationalStandards of Supreme Audit Institutions (ISSAQ0, 4100, 5300and 5310

Audit Objectives
1.7 The aims of thi§&eneral ITaudit, were to:

(a) Determine ifthe { dzZLINBYS | y R al 3 A & NdatibsaDsiructiréspzitli & K| O
enable thesdegaldepartments to meet their mandatesnd business goals;ttie judicial
staff are sufficiently qualified/trainedto use JEMS and if accessto the systemis
authorisedand as per their job functian

MDSGSNY¥AYS H6KSGKSNI GKS {dzLINBYS I|yR al 3AaidNt
capacity and performance meets rcent and future business needsvaluate the
effectiveness of JEMS problem and incident management policies and procedures; and if
there arestandardi®d procedures for controlling any changes in JEMS.

c)AMasSaa Kz2g (GKS {dzLINBYS | YR aequiskianiofiJEMSj R a / 2 dz
these departments ensuck JEMS rat their quality goals and igither entity has a
standardsed solicitation planor procedurés).

A adSada 6KSUKSNI G0KS { dzLINB ¥ & SelvigeR eval IAGded@mantNI (1 S Q2
and/or Contractdetailing all its requirements and actively monitors the vendor against
the agreement; and takes appropriate action when performance or quality deViaies
established baselines;hibth Court€data protection requirements are identified arsde
a part of the contractual requirements; and these legal departmentsetain business
knowledge and ownership of JEMS business processes.

(e) Establish if JEMS ensures data integrity, validity, and reliability throughout the processing
cycle; that the outputinformation is complete and accurate before further use; if it is
properly protected; and that valid data is being entered into JEMS by authorised users
only.

HDSGSN¥YAYS AF GKS {dzLINBYS FyYyR al3AadNr dSQa /
EnvironmentalSecurity Controls in place to prevent theft or damage of JeNSed
hardware; unauthoged access to the softwarend the unlawful copying or viewing of
the JEMS sensitive information.

(@DSUGSNNYAYS AT (GKS {dzLINBYS | yR a kimbityandNd § SQa /
Disaser Recovery Plan to ensutiee security of the S data, software, and hardware

Audit Scope and Methodology

1.8  The study will cover the period@ctober2001- December2019, and will focus on the
examination of theJEMSsoftware. The Audtors will monitor the audit in the field and may
amend any area or the audit scope in consultation with the Auditor General, so as to
maximse the efficiency of the audit.

1.9 A combination of techniques ave utilised to gather information andvalidate the
general controls of JEMSftware.These included, but were not limited to, interviewikgy
personnel from the Supreme CourtRegistryand the a I 3 A & i NI (WBdQudse the2 dzNJi
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software inspection of documents; and observation of the software; in order tieain-
depth information abouttEMS

1.10 The findings of this study were discussed with thieegistray Court
AdministratorlJEMS System Administratar the Supreme Courglsothe ChiefMagistrate

and the Executive OfficedEMS System Administratoat the a I A & G NI 0T®eéra / 2 dzN.
commentswere taken into consideration whefinalisingthe report.

Judicial EnforcemenflanagementSys$em Pagel2



CHAPTER 2 EASTERN CARIBBEAIRREME COURT

2.1 TheEastern Caribbean Supreme Court (ECSC)fevazerly knownas theWest Indies
Associated States Supreme Couwvhich was established b@ourt Order No. 223 of 1967
This CourOrder replacedboththe ! Yy A i SR YIR59 WRE@WHr® and Leeward Islands
(Courtg Order in Council anthe 1962 British Caribbean Court of Appeal Order in Council

2.2 The West Indies Associate8tates Supreme Court had unlimited jurisdiction
throughout the newly associated states of the United Kingdom namely Antigua and Barbuda,
Dominica, Grenada, Saint ChristopidgvisAnguilla, Saint Lucia and Saint Vincent and the
Grenadines This Supreme CouOrder also made provisions for the Court to service the
remaining British colonies of Montserrat and the Virgin Island#er Anguilla broke away
from St. Kitts and Nevis in 1980, it joined with the other British Territories.

2.3  TheCourt wasretitled the ECS@n 1983 and stills the superior court of recorébr
the Organisation of Eastern Caribbean States (O&i<&)independentMember $atesand
the remaining three (3) Britisfierritories Each Member tate and Territory has tdurnish
the ECS@ith an annual contributiorio sustain the CourtThe functions of the ECSC include

(i) the interpretation and application of laws of the various member states of the OECS;
(i) deciding cases of both civil and criminal matters; and
(i) hearingappeals.

2.4  Theorganisationconsists of a Court of Appeal and a High Court of JustieeCourt

of Appeal is itinerantthat is traveling toeach Member State and Territowhere it sits at
various specified dates during the year to hear appeals frond#wsions of the High Court
and Magistrates Courts in Member States in both civil and criminal matshmember
state and Territoryhas its own Court Office, which in addition to the High Court Registry,
houses the office of the local High Court judge(iling in the Registries commences the
proceedings in matters before the High Court in each of the netriesand the Court of
Appeal 123

Montserrat ECSC Branch

Supreme Court Registry

2.5 Function The Supreme Court Registry office files, records, manages all Criminal,
Civil, Matrimonial, and Probate cases.

2.6 Mission Statement¢ KS { dzLINBY S /ngisdilis tovd&izeh high LBy 2
professional, efficient, and impartial services in facilitating the effective administration and
dispensation of justice.

2.7  Vision Goal The vision of the Supreme CoWRegistryis to be a department which
embodies equityand reliability in the administration of Justice.

1 https://www.eccourts.org/couroverview/
21967 Nb. 223 ASSOCIATED STATES, The West Indies Associated States Supreme Court Order 1967
3 ECSC 30ANNIVERSARY MAGAZBELEBRATING THE PEBEBRACING THE FREWages 08, 09, & 28
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2.8  Legal FrameworkThe Supreme Court Registry is mandatedhgy/CAP 2.01 Supreme
Court Aciandguided bythe ECSC Civil Procedure Rules 2000

Maa A a i Rdurti SQa

2.9 Function The Magistrial Departmentfiles, records, and managesall Criminal
(Summary and Indictal), Civil, Labodugvenile, DrugQuasi (Maintenance and Domestic
Violence) Liquor licenseSpecial sittings Examination of Jurors lisind Trafficcases

2.10 Mission Statement ¢ K S a I 3 Céuit NidsiorSiQtaefficiently and effectively
perform their responsibilitiesof providing access to an accountable, independent, and
impartial system of justice administered according to law.

2.11 Vision Goals ¢ KS al 3A &G NI (Srong, trdsdjzNdépendedt, ahd
responsive court services that effectively and equitably serve the needs of the community.
The entityunderpirs their vision with the following values:

1 Working together as professionals to ensure that the Court delivers outstanding services
to the community

1 Behaning ethically and function efficiently in an open, accountabiesponsive,and
responsible organgtion.

1 Pursung excellence by valuing and suppaodiinnovation and initiativeThe department
also aspireso utilisetheir resources efficiently and effectively

1 Treating all people equally and with respebty not discriminaing; being open-minded
and provide the best servidhey can toindividuals are courteougo each otherandthe
peoplethey interactwith; and behave honestly, fairly and with integrity.

2.12 Legal Framework¢ KS al 3Aa 0N} 6§SQa theRUdANIIH ®AH YalyRA & &K
Court Actand guided by both theCAP 2.0 | 3 A & G NJ (ule§ and theEEsidi Civiv
Procedure Rules 2000
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CHAPTER IT GOVERNANCE

Organisational Structure

3.1 In both judicial departments, only a select number of staff are authorised to perform

W9a{ NBfldSR

QFaia

YR GKS al 3AaidN} 1SQa
/| £t SNAOIFE hFFAOSNE |0

Data Entry Clerks.

f2y3aARS GKSAN) NRdAziAyS &
/] 2dzNI Qa 9ESOdziATES hTFTAC
GKS al 3Aa0N)y G8SQa / 2dzNI =

3.2  All of theseselectemployees are suitably qualifiednd have been formally trained
to use the JEMS systesither by PCSS IndECSC Igersonnel, or received thouse training
from the System AdministratordEMS ranuals were dissemied to the users after training

for further reference and guidance.

3.3  Over the years, the JEMS System Administrators from both judicial departments
continued attending training workshops facilitated by the ECSC, since the software was
initially launched in Montserrat in October 2001.
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/| 2 dzNJi
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CHAPTER 4 DEVELOPMHENACQUISTION & OUW$RCING

4.1 Development, Implementation and Maintenance Cost$he Judicial Enforcement
Management Syster{JEMS) is a Case Management package software that gathers and
provides the ECSC in St Lucia, with statistical information from all of the OECS member states
courts; the application wasleveloped by the software comparfrofessional Computer
Software Servies PCSEIncorporated, and implemented in the ECSC in 2000The
implementation process commenced with the training of about 40 court office staff from
each Member State and Territory over a three week period, where the representatives were
trained how to install and operate the JEMS application softwarae localgovernments
signed individualicence and Support Agreemeiaiisd collectively paid over US$427,000, for
the purchase of software licence$he United States Agency for International Development
(USAID) provided hardware for the independent Member Statésgt is, server,
workstations, printers, scanners, and Uninterruptible Power Supplies (UPSS).

4.2  The software waglefinitively launched in 2001 in all of the High Courts of the
Member State countries and all cases file since January 2001, were enteredNt&cSiice

its implementation, JEMS has afforded all the Courts with the capability to electronically: (i)
manage most aspects of court cases, from initiation to deposition; (ii) enter a significant
amount of caseelated information; and thereby (iii) ineasing the ease of access, storage,
and retrieval of relevant court informationThe software hasundergoneseveralupgrades

since then,alongsidenational and gb-regional training activities; andlthough JEMS has
several modules, most of theourtstaff only use the system mainly for:

1 basic entry data relating to parties
1 types of case actions (e.g. events, filings, etc.)
1 scheduling of matters and associated printing of Cause Lists/Dockets.

4.3 In February 2013, the ECSC rolled out a pilot Internet versitad MANDAJEMS
developed by the Canadidmsed firmCSDC (who acquired PCSS lat.Xhe Court of
Appeal Registry, with the expectation of significantly increasing accessibility of the JEMS data
to all stakeholders in the court system. Howevafter three (3) years of usi was realised

that the functionality and reporting facility of this Internet version, were not up to par with
GKS / 2dzNJiaQ NBIjdZANBYSyYy(ao

4.4 The ECSC, USAID, and national governments made significant investments during the
implementaton of JEMSn 2000. The initial investment in the software was approximately
US$500,000, in addition to further monies spent from various Member States and donors for
purchasing additional licences and product modules. Payments were oliegletly to the
software developer and vendor (at the time), PCSS Inc., for the acquisition of JEMS and
several of the JEM&Ilated modules. Howeveit was noted thatmany of these modules

were not made readily availabte the Member State countries, by the vendor

4.5  Altogether over the past sixteen (16) years, the ECSC Member States and Territories,
have expended over US$2.5 million for the procurement and maintenance of JEMS and
related applications. Annual support for the system was initially US$27,000 but with the
addiion of more modules andthe increaseof licensed users, the annual support feas
increased taoughlyUS$60,000.

4 Eastern Caribbean Supreme Court, Proposal for a NililmgEand Case Margement Application for the Justice of the
Eastern Caribbean (Extract), August 2018
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4.6 Intellectual Property Rights and Data Ownershiprhe initial signed Licence
Agreement from the contracted softwareendor PCSS Instated that it owned the JEMS
software and any modifications made to the software. Ownership inctideopyright,
industrial designs, patent, trademarks/trade secrets, or any other intellectual property rights
pertaining to the JEMS software and JEfdiated Mderials. Materials include: the object,
source code (when applicable), and any JEMS user documentation.

4.7 The ECSC and Member Stat€®urts are obligated to protect the software and
Materials from unauthorised disclosure by agents, consultants, servantqlogees,
customers, and successors. The entiti@sst use the software and Materials as outlined in
the Agreement and only by the judicial staff, however, written consent for@mployees to
use the JEMS system and Materiatsjld be granted by the softare vendor.

4.8 The Courts cannot also sell, assign, lend, lease, or dispose of JEMS and its related
Materials; the only persons allowed to execute any of the aforementioned, are those
notified by the Permanent Secretary, Ministry of Legal Affairs, Haffears and Labour. If

the Agreement is terminated or cancelled, the Courts will have to return all copies of the
programme and the Materials in whatever form, including modified copies, within thirty (30)
days.

49 However, he ECS@&nd theall Member State countries,own the information thatis
inputted, and isbeingstored, in the JEMS system.
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CHAPTER IT OPERATIONS

CapacityManagement

5.1 ClientServer network. The JEMS application currently used by tBESCs a
Windowsbased ClienServer Application. The implemtation involved establishingesvers

at each High Court office in the subgion. These servers provide JEMS access to local clients
via local Area Network (LAN)connectivity and remote clients shcas outdistrict
magistrates, via VPN connectivity.

5.2  Yystem Capacity and Performanc®ITESoles was toassist with installation of the
software on the judicial computer unitdhe IT Dept. currentlyhosts the JEMS server
hardware by ensuring there isvehys a reliable source of powgsrovide and maintain the
computer hardware and network connectivity to the serverWhereas, he ECSAT

5 S LJ- NJi I8 i¢ fo Préavideeffective capacity management with minimuasageof IT
resources such adlT staff andtools for monitoring analyzing improvingperformanceand
reducingconsumptionof the JEM$ietwork resources.

5.3 Remote access to JEMS serv®ITES creates remote login user accounts and
credentials for the ECSC IT Department aespective judiciaR S LJF NIi Y Sy (s@a W9 a {
have authorised remote access into the JEMS server. Each time therEQH@s remote

accessto the server, permission has to be granted by DIT&San audit trail of access

DITES does not grant remote admittance to third @& T F2NJ SEIl YLX S 9/ {
contractors.

Change Management

5.4 Request for changesThe judicial departments are able to request changes to the
standardied JEMS formt meet specificrequirements.However, he ECST Department

is only able to implemert minor changesand with authorisation from the contracted
software firm.Thecontractedvendoris solelyresponsiblefor making any major changeso

the JEMSoftware

5.5 Change Management initiativeAt the time of the audit, the Montserrat branch of

the ECSC, and other Member State countries were in the process of replacing JEMS with an
E-Litigation Portal for Courts solution; this is a wedsed application was developed by the
Singaporebased softwae company, CrimsonLogic. The Supreme Court, Office of the
Attorney General, and the Department of Public Prosecution, staffs, including local Lawyers,
underwent mandatory training during the week of February 28th, 2020 and thiéidation

Portal was lauched on 3 March 2020.

5.6 SThe ElLitigation Portal has the capacity to provide Court users and other
stakeholders with access to assigned services at any time from any location and on various
types of Internetenabled devices such as smartphones, tabletsojam and desktops. It is
comprised of the following components/Modules:

5 Eastern Caribbean Supreme Court, Proposal for a NilimgEand Case Management Application for the Justice of the

Eastern Caribbean (Extract), August 2018

6 Eastern Caribbean Supreme Court, Proposal for a Néingeand Case Management Application for the Justice of the
Eastern Caribbean (Extract), August 2018
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1 Web Portal. Through the web portal, all users, regardless of whether they are internal
users such as judges or external users such as lawyers, or other authorities etc., will have
access to the diverse array of court services offered in theitifation system
electronically. The portal will provide thelkigation system with a consistent look and
feel and allow users to access the system via multiple devices.-Litigdtion webportal
will provide the functionality to allow administrators to manage the static content of the
portal. The portal will also include the user registration process, where
users/administrators will be guided by the system to complete the process in aitivet
and easy to follow manner.

1 Judges Portalln the proposed H.itigation system, the judges will have a customised
o O1SYyR LRNIFf® C2NJ SEI YLX ST A-Caleidé $hate dzR3 S a
manages the calendars of the Judges. Th€alendaris used for checking of their
availability throughout the lifecycle of the cases.

1 EFiling. An integral part of case management, users of theitil§ation system shall be
able to file a document for different case types for example civil and commelisi@ites
at their own convenience. The interfaces will be simple and easy to use, with step by step
screens to help users navigate through the entire application process. Users can select or
drag and drop files to the system for document upload. The systgth perform
validation and necessary background checking, and user will be directed to online
payment once the checks are successful.

1 ENotification. The ELitigation system will provide administrators the ability to manage
the email and message templatéor notification. The notification will be triggered based
on the event, for example user registration. Besides receiving notification through an
email, users will be able to view their messages and tasks once they log in to their
account.

57 The Magistrat® & / 2 dzNII adl ¥F ¢l a yz24d AyOfdzRSR Ay
was indicated by the ECSC IT staff, that they would be instructed in the near future.

Problem and IncidenManagement

5.8 Helpdesk SupportThe ECSC IT Department in St Lucia is respoiisibpgoviding
helpdesk services to troubleshoot issues reported by the SAs. Depending on the complexity
of the problem, the ECSC helpdesk personnel guide local SAs eitheloy phone, or via
email, on how to deal with the issue(s)Vhen these directive do not work, ECSC would
then try to resolve the problem remotelyhey also maintain the software via remote access.

5.9 The SAsdlo have remote access to the JEMS selugronlyfor rebootingit whenever
there is bufferingcaused byslow connectivity of te server or if there is ofloss of network
connection. However, if the remote refreshg of the server is unsuccessfuhe SA will
contact DITES to performphysicalreboot of JEMS server; if the issue persists, the matter
will be forwarded to the EC30pport service to be resolved.
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CHAPTER INFORMATION SECURIT

Confidentiality

6.1 Nondisclosure of confidential information The software vendor and the Courts
cannot disclose confidential information relating to the business or activities of either
organsation; only to authorised individuals who were given permission by either Party and
as per the terms under the Agreement.

6.2 Third-Party entities When assistance is required from a thpdrty, and to whom
confidential information has to be disclosed to perform their obligations, the software
vendormustF A NBEG NBOSAGS (KS [ A Ofawydh&Scsign & Hidding? G I f
non-disclosureagreement’

SupremeCourt Registry Officand CourtRoom

6.3 The solid concretduilding that houses the Supreme CourRegistryand the High
/ 2 dzMdu@@om was constructed in 2003t originally accommodatedther government
sectorsuntil the department occupiedhe two topmostfloors,in January2013.

Ly
COURT ROOM
ik

i |

Figures Il & IVFront doors of the Supreme Court Registry Office and Court Room

PhysicalAccessSecurityControls

6.4  Points of AccessThere are two (2) points of access into theSsupremeCourt and
Registryoffice. The main point of entry isvia the front double doors; the clientele have
unimpededaccesgduring normal working hourand are not required tosignin or out. The
open office space ismall,therefore customers arealways inthe line of sight ofeither the
Receptionistpr other members ofstaff, at all times. The second point aéntry is designated
for the private use of the presidingdigh Courtiudgeonly; andis kept locked when not in use
by the Judge.

7 Licence Agreement Between Professional Computer Software Services Incorporated (PCSS) And the Government of
Montserrat
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65 ¢KS | A3JK /ifloehddQpstaine 8nd Yas two (2) points of entry at the front
and rear of the building, both doors can be used by the public dheeHigh Court is in
session. The flow of human traffic via the rear entrance is actively monitored by the Bailiff
during @urt proceedings.

6.6 The GoM has a policy for @ie keys of the various departmental buildingso be
held at theBradesPolice Station. It is the responsibility of tkBoM BradedHeadquarters
Facilities Manager, to sign for these keys and unlock the buildings in the mornings and
secure them after working hourdhe Registrar possess a personalset of keys for the
Supreme Court

Subsequent Events

6.7 The entrance of Supreme Court/Registrylthumg was modified July 2020 to control
access into the main office.

Environmenal SecurityControls

6.8  Direct sunlightand dust. The single hungvindowsin the buildingoutfitted with dark
greenvertical blindsshields the office interiorand computerequipmentfrom the direct rays
of sunlight as well agprovidingsome modicum of privacyt wasalsonoted thatthe lower
halvesof some of thewindows were tinted with film for enhanced privey. These windows
are howevernot sealed against dust.

6.9  Air-conditioning. The computers and other office equipment located in the main
office space and the private offices are kept cool by air conditioning; except for the only
enclosed Administrative statirea. The a/c unit in thissectiondoes not work; howesr, it

was disclosed that there are plans for its replacement.

6.10 Protectionagainstinclement weather The responsibilityfor securingall of the GoM
buildingswhen there is a threat of durricaneis a joint collaborationof the Office of the

Deputy Governo (ODG) and the Public Works Department (PWMB)ocal contractor with

the properladdersand powertoolsA & KANBR (2 o0FNJ I ff @gAYR2g4a
multi-storied buildings.

6.11 Flooding The building is not prone to flooding asmasbuilt on slopng landwhich
enablesdrainage of theain water.

Magistrate@ CourtBuilding

6.12 The building that houses the Magisterial Depatment was constructed circa
1998/1999 along with other temporary officeson the Government Headquarters
compound. Thebuilding is made from prefab material with plywood flooring and interior
wall paneling
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Figures V & VIMagisterial Department Building

PhysicalAccess Securit¢€ontrols

6.13 Points of Accesand Control policies There are only three (3) frontal points of
access imnd outofl KS al 3A &G NJ (o Ofavhichia disdiginatedfoF Fublio &&
there is no rear entry The office spacés very compact and na&ubject toa large influx of
clientele it istherefore not necessary fopersonsto be signed in or out

6.14 The GoM HQFacilities Manager is responsible farlockingand closingup the office
and court house; howevethe Magistrate and the most Senior Cleric@lfficer both have
individualsets ofkeys forthe building

Subsequent everd

6.15 During the COVHL9 lockdown period a customer service window was installed
control thenumber ofpeopleentering the Magistrate's Court office

6.16 Security SystemSmilarto the Supreme Courthis buildingdoes not havea security
system for thedetection and deterrence of breaking and entering, and to alert nearby law
enforcement. Thee is regular night patrollingf the GoM Headquarters compound Hiye
Police

Environmentl Security

6.17 Dust and direct sunlightThe windows are glaskbuvers that are not sealed against
dust however,they are all equipped with vertical blinds for shielding the interior from the
direct rays of the suand for privacy

6.18 Air-conditioning.¢ KS al 3A&a 0N} 6SQa / 2 dzNliarekgpFve®Sa | yR
cool by airconditioningunits. At the time of the audit,tiwas observed that although the
9ESOdzi A @S h Fviadvd&ingréportedly @ waddyl Mile need of maintenance,

therefore itwaskept off.

6.19 Protection against inclement weatheThe ODGand PWDare conjointlyresponsible
for securingthe window and doors of théMagisterial Departmenbuilding whenever there
is the threat ofinclement weather The covered overhang that runs the entire lengthtla
front of building providesadded protection.
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6.20 Flooding. The building is not prone to flooding as the structure was elevated on
af2LAY3I tlIyRe {SO2yRfeéx (KS adzZNNRPdzy RAy 3 3INEdz
very good drainage.
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CHAPTER  APPLICATIONS CONT&OL

Logical AccesSontrolks

7.1 JEMSuseraccounts.Names of sanctioned employees are submitted to ECSC from all

the judicial offices of the OECS member states, and user accounts are created and activated

08 GKS 9/{/ Q& L¢ RSLINIHYSYy(lz Ay {G [ dzOAl @ 9
individuals and a listing kept by tiEeCSC.

7.2  AccesLontrolto JEMSAccessto JEMS isontrolled viathe JEMSapplicationbeing
installedonly on the computersf approved users who are registered at the ECSC in St Lucia.
Therefore, the systentannot be accessed fromnother workstation or device within or
beyond the offices by users orunauthorised personnelHowever,if JEMS users do not
properly safeguard theiGoM login user ids and passwords, unsanctioned persons can gain
access to the MES application once they bypass the DITES login window.

7.3  Audit Trails Audit trails are generatedof all activities executedn JEMS are
recorded by the systentor examplewhen the JEMS applicatiois accessedhe date, time
and name of authorised useainy changesnade to the data; creation of case files; closing or
archiving of the case files.

Input and Processin@gontrols

7.4  Authorised usergperform JEMSelated tasks speedily and efficientlyy selecting
Graphical User Interface (GUpp-up windowsor forms, with variousicons and control
elementsfor the insertionand captureof information and codesand the organisation of
data. For example:

1 drop-down menuswith options

linked lists

tabsrepresentingother forms

labelbuttons

check boxes

radio buttons

white and yellow highlighted fiekbr text boxes

= =4 =4 4 -4 -

Specifidext boxes are mndatory, that is the system will not allow the useto move on toa
resultant window save or closea Casdile, until they arecompleted

7.5 Case File numberdNew case files numbers are automatically generated sequentially,

by the JEMS system. At the beginning of each new year the system restarts this unique
aSljdzSyidAlf ydzYoSNAyYy3 F2N¥YIFG GKFEG AyOf dzRSay S
code (Suprem@& NJ al 3A 40N 1SQa / 2dzNIlivox GKS OdzZNNByidG @S

& Case Manager - MNIMCR2019/0005 -

|
o
X

[MNIMCR2019/0005 =] <Y 8lalz
[Criminai | I 3| = Pl==
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Figure VIH{ | YLX S 2F a2y daSNN}I &G al3IA&aGNF G§SQa

These unique numbers are for reference purposes; they areWaitten on the hard copies
of complaints filed at theCourts, in the Courts logbooks and registers, and on the court
docket folders.

[Matrimonial Caso Enty | YRR

Case no. |‘AUTD Date filed |UU22!2EIZD @ Originated source docl
Status | | | Case subtype | | |
Marriage date/place IDD;'UU,'UDUU @I
~  Plaintiff
Last name gl
First/Mid/Suff I
Phone/Type [()____ x| #| Ciy/svzip [
Address type g
~ Plaintiff's att 'y
Paity ID
Last name gl
First/Mid/Sulff l I
~ Defendant
Last name gl
First/Mid/Suff [
Phone/Type [ )_____x___ | ;| City/St/2Zop [ [
Address type ‘ﬂ
Action code | | ] Date/Time |00/00/nuun | 12:00 am

Last case | I

Figure VII- Blank sample JEMS Case Fiasnwith variousGUI input options

7.6  System generated messageBhe JEMS systehas input validation parameters that
generate errormessages and processing prompts, whenever invalid information is inserted
in text field, transactions are incompleter information is required, and so forth

Case party action.MenuControlEditDetail | 8 - Case party action.MenuControlEditDetail L _g |
Thete is ro data for the values pou have enteied. The value in Case party action begin date is invalid - enter a different value
and try again.
oK | 0K |

Cragty s e s BT oo ———

:LT:;::;NIHWAPZO] 3/0005 is not a case number of 3 ticket number on [Vou cannot clase this case because there is stil a balance due.

Double click the number field or press the search button to select
from a list of cases.
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FigurelX to XIF SampleJEMS system generated messages

7.7  Segregation of DutiesSegregaton of dutiesis used in both judicial departments to
performroutine jobresponsibilitesas S NJ S OK S Y LJ 2 & S SrRelddes@EM8 T dzy O
related activitiesas follows:

JEMS Data Entry Clerks
1. Data Entry clerksan onlyperform the following tasksn JEMS:

Y Create new cases
1 Input the data into JEMS from the source documents and registers
{1 Updateand closecasediles,; the Data Entry Clerlsnnot deletecase files

JEMS $stem Administrators
. TheJEMSSAs perform the following tasks in JEMS:

Inputdata

Delete errors

Amend information in text fields
Upload ad update the software library
Responsible foraporting

Troubleshoot minor input problems

1 Remote reboot respective VPN server

= =4 =2 =2 =2 =2 N

7.8  Deletion ofcase files this taskis password protected and the SAsist provide a
reason in the texbox of the Dialogue Window thaappears

Output Controls

7.9  Generating andPrinting Reports. Reportsfor all court mattersare generatedby the
SAsonly for ECSC in St. Lugwith the exception of Court of Appeadldhe data is extracted
into Excel spreadsheet and emailéd them. In the case of Court of Appeafded in
Montserrat the documentsare sent viacourier to ECSQOwho inputs the informationinto
JEMS extracts the data, and generates reports. They howewafer with Montserrat to
ensure that the information in these reports is identical.

7.10 Export of Scheduling Matterswhen Matters (Criminal, Civil, Probate, etc.), to be
heard in court for a particular day or monthye entered irto the JEMS Cause List is
generated ancexported into a.pdf (Portable Document Formatlocumentfile. This.pdf file

is emailed topresiding Judges or Masterscal lawyersand other stakeholdersa copy is
also emailedto the ECSC tte published on th& website. The Causd.ist is sometimes
printed and disseminated for internal use.
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CHAPTER 8 BUSINESSOBITINUTY AND DISARTRECOVERY

Business Continuity

7.11 Backup power supply.! £t f 2F (GKS {dzLINBYS FyR al 3AaiNy
electrical equipment are plugged into headyty Uninterruptible Power Supply (UPS),

except for one computer and a heavy duty Canon combination photocopier/printer/scanner

at the Supreme Court. However, it was noted that the dedicated UPS for the Deputy
wS3IAAaldNI NDa 02 Y Lzl -$ede ihtér Bads/notihave it S TUPSiaisds | f f
plugged directly into a wall socket.

7.12 As with all the office blocks at the GoM Headquarters compound, the Supreme Court
FYR al3A&0NIGSQa [/ 2dzNJia odzAf RAy3aa NB |faz2 f
ancillary power during brief or extended power outages.

7.13 Backup of JEMS¢ KS 9/ {/ Qa L¢ RSLI NIYSyd Ay {0 [ dzC
regular full system, and daily backups, of JEMS. DITES perform daily adtatiokups of

JEMSand other applicatin softwares, databases, whiclhun on their SQLStructured Query
Languaggserver.

Disaster Recovery

7.14 Hurricane Preparedness Plan.2 1 K G KS { dzZLINBYS FyR al 3A&adn
Hurricane Preparedness Ptdrwhich are normally reviewed and updatexhnually. Both

disaster preparedness plans have measures in place for securing the departmental data and
electrical office equipment as follows:

(A) Electrical equipmentt KS { dzLINBYS [/ 2dzNIiQa adl ¥FF3X gAGK
officers from DITES, willsconnect all of the electrical office equipment and ensure that
the electrical mains are turned off. After the passage of the storm and the building is
deemed safe, the officevill be restored to normalcy; the technicians from DITES will
return to recomect the computers and to ensure that they are in working order. From
all accounts, the computer towers and monitors are placed on top of the desks, except
for the heavy duty alin-one printer which cannot be moved due to the compactness
and layout of theoffice space. From all accountke staffisresponsible for securing the
electrical equipment with waterproof coverings, which they fortify with heavy duty tape
onto the desks.

¢KS al 3A&dNI GcSnfriunicateittizii gl @fitheit lettycal equipment will

be disconnectedglevated and covered with water resistant material; and removed as
far as possible from all windows addors Themain switches will also be turned off. It
was indicated that DITES techniciamre responsible for dismantling and reconnecting
the computers. In addition, different types of waterproof coverings are used, depending
on the intensity of the storms; that is, either garbage bags or individual pieces of
tarpaulin.Heavyduty tape is used to fortify the coverings onto the desks.

8 Supreme Court Registry Hurricane Preparedness Plan, 2019
Ol dZNNA OFyS t NBLJI NBRySaa tflyz al3A&adNI 6SQa / 2dzNI
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(B) Backup of Data.The Supreme Court plahighlightsthat the department does not
perform a full back up of its data, as it is the responsibility of DITES. Howsafégre
to back up important filesthe departmentaH: Drivesuch as:

1 Incoming and Outgoing Registers

i Staff Leave Register, etc.

¢KS al3AadNrdSQa [/ 2dzNI aGALMzZ FGSa Ay GKSAN
would be backeelp on memory sticks, to ensure the preservation of tieldk NI YSy (i Qa
information. However, it was pointed outy the SAthat the department switched to

using a portable hard drive for backupsthe event of aremergency it is safeguarded
in a locked fireproof filing cabinet.
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CHAPTER  OBSERVATIONGNDINGA&ND RECOMMENDATIONS

Observations

9.1 Outmoded version of JEMShe Montserrat judicial departments were stilltilising
the very outmoded version JEMS 6,.@t the time of the auditthey did not follow suit and
advanceo the webbased version AMANDA JEMI& other Member States and Territories.

9.2 JEMS installationJEM was installed on all five (5) computers at the Magisterial
Department; and the computer in the courtroom.The application is also installeoh
majority of theoffice computers at the Suprem€ourt Registryas well as their courtroom
computer TKSNBE FNB 2yfé& GKNBS 0600 FdziK2NAR&SR
(2) from the Supreme Court, who are registered at the ECSC.

9.3 User account login proceduresJEMS user accounts do not hauser id and
password restrictionsaccess to the application is associated with DIXY&8ividual user
account login credentials for their computer (symbiotic). Therefore, once loganGoM
computeris successfudanctiored JEMS userand unauthorised individualsanclick on the
JEMS icolp gain access.

9.4 Manual locking of computers and automatic timeut feature. To prevent

unauthorised access to JEMS information on the office computers, by all accounts, most of

the judicial staff practice manually locking their computers before moving away from their

desks by simultaneously pressiAgT+ CTR+ DELETE

9.5 In addition, the computers have either Microsoft Windows 7 or 10 editions of the
software, installed. These versiomd the software have a default automatic tiroeut

feature that locks the computers after a set period of inactivity. Subsequently, within ten
(10) minutes of inactivity, the monitor will go blank; after an additional 30 minutes of idling,
the computer willlock itself. In both instances the user is required to log back in with their

user id and password.

9.6  Security ofPaper Court Bcords The documents filed at the court and closed ledgers
with the duplicate information that was inputted into JEMS, ares&dred in the judicial

RSLI NI YSyiaQ NBtFIdAgSte aSOd2NBR RSRAOIGSR

9.7 ClientServer NetworkSetup. There are clienserver networks between (i) the

aiz

{ dzLINBYS YR al3IAAGNIGSQa /2dzNIQa O2dzZNINR2Y
wSIAAGNR QAT [/ 2dzNI wSLER2NISN YR al3A&GNI GSQa
type of network architecture, the 8IS NJ K& (2 06S W2yQ o6STF2NB |

access to the information stored on the server. Therefore, the computers (servers) in either
Court Room cannot be turned off in order for the Court Reporter and Court Clerk office

client computers to hae access to théiberty Court Recordepplication installed on the
servers. These Court Room computers (or servers) are password protected.

9.8 Update of Hurricane Preparedness plamlisaster preparedness plans are to be
updated every year; the Supreme Counpdated their plan in 2019, whereas the
al 3AAGN)Y 0SQa /wasizi@18.f I &G dzLJRF GSRX
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Findings

Supreme Court Registry & Court Room

9.9 Lack of early fire detection and suppression devices and equipmdiite Supreme

Court Registry office is not outfitted witsmoke detectors, fire alarms, or fire extinguishers.

Upstairs in the Court room, there is one (1) mounted dry powder fire extinguisher, which has

not been tested in recent times. There is also a second similar cylinder stored on a shelf in

the Court RoorRa | AGOKSYSGUST K2gSOSNE adlr¥F Aa dzyl ¢
was inherited from one of the former occupants.

9.10 The absence of early detection devices and warning system, and fire suppression
equipment in either of the judicial offices, $idhe potential to have disastrous outcomes in

terms of loss of human life, judicial, and historical information; in particular the Supreme

/ 2dzNII wS3IAAaGNRBTI 6KAOK NBGFAya @2tdzySa 27F AN
Births, Deaths, and Marmges, dating as far back as the 19th century. Lessons have not been

f SENYSR FNRBY (KS R2dzntS INER2Y F4dGlFOlamd2y GKS
December, 2012; these fires could have been detected early and suppressed before damage

was done o the buildings, court computers, and stenographer machine, being housed in the
courtrooms.

9.11 Lack ofPhysical AccessSecurity Gontrols for Court Room The frontdoor at the
lower level entranceof the Court Rom is left unlockedand unmonitored when there isno
court. This practice is donenainly to accommodateSupreme Court Registrstaffs who
sometimes retrievdiles or documents from the High Court Reporterfrom the storage
cupboards locatedn the landingoutsideof the Gurt Room.

9.12 This unlockd door observance extends upstairs in the actual Court Room where
R22NAR € SIFIRAY3IAY O0A0 FNRY (GKS O2dzNINR2Y Ayia2 0
the communal restroom area, remain open once there is no High Court. The Court Reporter
howe\er, does takethe addedprecaution of locking the outer door between the courtroom

and restroom area, when using the facilities.

9.13 The practice of leaving these doors unlocked is very risky, as it leaves room for
prospective unauthorised individuals to:

1 gain unlawful access to High Court documentation

1 damage or destroy the court room and property within

1 conceal weapons or dangerous devices inside the court room

1 perpetrate bodily harm to the Court Reporter.
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FigureXll- High Cout® & / 2 dddingv2 2 Y

9.14 Compromisedwindows. During the inspection of the upper levels of the building
designated to the Supreme Court Registry, it was noted thatentire building is outfitted
with single hung windowshat are not hurricane impactesistant Some of them aren
various stages of disrepair as shown belowiguresXIVto XVII. It was also apparent that
when the building was originallgonstructed someseventeen (17) years agall of the
windows were equipped with outer wooden hurricane shuttefhiesewooden shutters
with the exception of onewindow, were removedto accommodate the hurricane
preparechess measures performed before impending inclement weather.
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FiguresXiVto XVII - Windows in various stages of disrepair

9.15 Water damage The reara SOl A2y 2F GKS { dzZLINBYS [/ 2dzNIQ
RFYF3S RdzS (2 6FGSNI €SFE{F3AS &aLIyyAya FTNRBY (K
ChambersNotably, there idorown discolouration on the white ceiling panels; water on the

tiled floors and oozindpeneath the wall; considerable peeling of paint; warped sideboards

(some of which have been removedhere is similar damage upstairs in the Court Room.

FiguresXVlll & XX - Evidence of water seepage in the Supreme Court Building

Magisterial Department

9.16 No early fire detection and suppression devices and equipmenthe entire
al 3A &0 NI (bbexds not2odifittdd with smoke detectors, fire alarms, or fire
extinguishers.

9.17 Insufficient @mputer resources The MagistrateQ &ourt ExecutiveOfficer/JEMSSA
computer malfunctionedmonthsprior to the audit, and itwastemporarily replacedinitially

with the computer unit from the Court Room, then later onth a temporary loan of a
laptop from DITES However, the laptopQ &pecifications @l not meet the system
requirementsfor the operation ofthe JEMS softwareherefore the SAwasunable to gain
access to JEMS.

9.18 Data input issues.The Data Entry Clerk, who had access to JEMS, was unable to
record specific court case information as the tasuired prior modification to be done by
the SA. For example, whenever new laws and regulations are passed, or fines/charges are
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